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"We build our computer (systems)
the way we build our cities:
over time, without a plan, on top of ruins."

by Ellen Ullma
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Preface

This book has been compiled based on my experiences reviewing and auditing the development
and management of information systems in a DevOps context. It's a snapshot of the best
practices I'm using now. Given the speed at which the world of DevOps is developing and the
need to give you as many images as possible with as little text as possible of using a Continuous
Auditing, I have decided to keep this book Agile. This means that it describes very briefly what
are important insights that I have gained during my role as a consultant, trainer, coach, and
examiner with regard to Continuous Auditing related work. Where appropriate, I refer to sources
that I have consulted for further training. I realise that these best practices will not apply to all
information systems and that the approach is a snapshot that may be outdated due to the
increasing speed of innovation.

I have already shared many of my experiences in the articles on www.ITpedia.nl. I have also
translated the knowledge and skills into various training courses that I provide. These can be
found at www.dbmetrics.nl.

I would like to express my sincere thanks to the following people for their inspiring contribution
to this book and the great collaboration! Together with them I have been able to write a number
of articles on this subject from the Continuous Everything guild, which I have also used as the
basis for this book.

e D. (Dennis) Boersen Argis IT Consultants

e F. (Freek) de Cloe smartdocs.com

e J.A.E. (Jane) ten Have -

e Dr. L.J.G.T. (Louis) van Hemmen BitAll B.V.

e J.W. (Jan-Willem) Hordijk Cloud Advisor - Nordcloud, an IBM company
e W. (Willem) Kok Argis IT Consultants

e N (Niels) Talens www.nielstalens.nl

e D. (Dennis) Wit ING

I wish you a lot of fun reading this book and, above all, much success in applying Continuous
Auditing within your own organisation.

If you have any questions or comments, please don't hesitate to contact me. A lot of time has
gone into making this book as complete and consistent as possible. Should you nevertheless
find shortcomings, I would appreciate it if you would inform me, so that these matters can be
incorporated in the next edition.

Bart de Best, Zoetermeer.
bartb@dbmetrics.nl



1 Introductionl 1

1 Introduction

Reading Guide:
This chapter describes the background of this book (1.1), the intended target group (1.2), the
structure (1.3) and finally some tips for using this book (1.4) and the Reading Guide (1.5).

1.1 Objective

The objective of this book is to provide basic knowledge of Continuous Auditing and tips and
tricks for applying this aspect area of Continuous Everything.

1.2 Target group

The target audience of this book are all involved functions in the DevOps teams. This includes
auditors, quality officers, architects, Dev engineers, Ops engineers, Product owners, Scrum
masters, Agile Coaches, and representatives of the user organisation. This book is of course also
very suitable for line managers, process owners, process managers, etc. who are involved in the
creation of information provision through a DevOps method.

1.3 Background

This book contains various techniques to continuously implement compliance so that the quality
of the information system grows with it during the development. Continuous Auditing is an
integral part of the DevOps Lemniscate as shown in Figure 1-1 in all the steps that are followed.

“ Release
Plan

D - A =

Figure 1-1, DevOps Lemniscate.

The DevOps lemniscate provides an overview of the phases to be followed to continuously
produce software. The DevOps Lemniscate is therefore a good basis for defining the concept of
Continuous Auditing.

Continuous Auditing is not one isolated aspect area of the Continuous Everything concept. The
CE concept describes all phases of the DevOps Lemniscate in the form of activities to be
performed continuously. Table 1-1 shows the relationship between the steps of the DevOps
lemniscate and the Continuous Everything aspect areas.

Development Operations

1 Continuous Planning (Plan) 6 | Continuous Deployment (Release)

2 Continuous Design (Design) 7 | Continuous Monitoring (Monitor)

3 Continuous Testing (Test) 8 | Continuous Learning (Learn)
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Development ‘ Operations ‘
4 Continuous Integration (Code) 9 | Continuous Auditing (-)
5 Continuous Deployment (Deploy) 10 | Continuous Assessment (-)

Table 1-1, Continuous Everything aspects.

Continuous Auditing (9) and Continuous Assessment (10) are not explicitly represented in the
DevOps Lemniscate, as are other Continuous aspect areas such as Continuous Documentation
and Continuous Robotics for the sake of simplicity of the DevOps Lemniscate.

The word “Continuous” refers to the incremental and iterative development of software, creating
a “stream” of code that is continuously transitioned to production through the CI/CD secure
pipeline. This stream is nothing but a value stream that needs to be optimised.

Continuous Auditing is an Agile way of achieving the required control during the design of an
information system by defining at the right time the behavior, functionality and quality of the
information system that mitigate or eliminate the identified risks. All aspects of the DevOps
Lemniscate have a direct or indirect relationship with Continuous Auditing because it is designed
holistically. This means that Continuous Auditing relates to both the information system
(Technology) and the production process (Process) as well as knowledge and skills (People).
Thus, Continuous Auditing provides a design at PPT level.

An important basis for securing the controls of an information system is its design. However, the
raison d'étre of a design for an information system has been questioned by many organisations
in recent years. The classic justification of bundling information about an information system
and involving all stakeholders is seen as outdated by the Agile way of working and the idea of
the three-amigo development strategy. This strategy means that from three professional
disciplines: business, development and testing, an increment that needs to be built is examined
in advance. In this way, the 'how' and 'what' questions are better worked out and consensus
can be reached about the Definition of Done (DoD) of the increment. However, this ignores the
other classic justification of a design, which is that a design is also intended for the control
function which prevents risks from materialising due to a lack of countermeasures. These risks
relate to various aspects, including non-compliance with legal and regulatory obligations.
Another important aspect area of controls is that of information security such as confidentiality,
integrity, and availability of information.

From the point of view of Continuous Auditing, the developments taking place within the DevOps
world are therefore very important to follow. While on the one hand there are currently still
organisations that work with waterfall projects that require a large design effort, there are also
organisations that experience that working with user stories alone is not the best solution and
that some form of design is indeed necessary. And so, the world of system development comes
into balance again and Continuous Auditing is given a foundation again.

The question is, of course, whether the same set-up of work should apply to all types of
information systems. With the arrival of Gartner's BI model, it has become clear that a distinction
must be made between the System of Records (SoR) and the System of Engagement (SoE)
information systems. In addition to the SoE, people nowadays also talk about the System of
Intelligence (Sol). Figure 1-2 provides an overview of the relationship between the three types
of information systems (SoR, SoE and SolI).

System of Records

The SoR are information systems of the back office that fulfil the finance, logistics, inventory,
and Human Resource Management (HRM) tasks. These systems are supervised by the
government and must meet many legal and regulatory requirements, such as those of the tax
authorities, De Nederlandse Bank (DNB) and the Netherlands Authority for the Financial Markets
(AFM). But the Sarbanes Oxley (SoX) legislation and the General Data Protection Regulation
(GDPR) are also sources of requirements that justify a design of an information system. The
financial information systems must also meet the requirements of the accountants to obtain a
signature under the annual accounts.

This means, among other things, that designs are required that indicate how the financial data
is generated and what the interfaces are of the different involved information systems. They are
generally information systems that are part of a chain of information systems.
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These systems require a well-considered approach and therefore a design in which compliance
plays an important role.

System of Engagement

The SoE information systems are aimed at sales channels to consumers, especially web shops
and apps for smartphones. These applications are easy to provide with a new release, version,
and patch. These information systems are usually not an integral part of a chain but rather the
end points of a chain. These are often also the examples from the publications about Agile and
Development & Operations (DevOps). It is clear for these information systems that a design that
has been thought through in advance (upfront design) is less necessary and that a growing
design (emerging design) is often sufficient. It does turn out that for these SoE information
systems it is useful to have more than just a collection of user stories. All the more so because
user stories are often placed on the sprint backlog and archived after the sprint has been
completed. Also, the individual user stories do not form an accessible description of an
information system. There is therefore still a need for a design that provides an overview and
insight into the functionality, quality, and operation of the information system. In particular, the
user interface and interfaces with data sources are important aspects of security and thus
Continuous Auditing.

System of Intelligence

In addition, there are Business Intelligence (BI) solutions. These are the reports, data analysis
tools and the like. The same applies to these applications as to the SoE information systems.
They are the representation of information from the SoR and are easier to modify. However,
data leakage is also a risk. Depending on the value of the information that is made available,
the risk is higher or lower. Therefore, the information risks must be known and the counter-
measures must be taken.

Systems-of intelligence
L G A P S T M AT it

of E‘rrlgagement'

-SyStems of Records

Figure 1-2, SoR, SoE en Sol (source HSO the result company).

Need for Continuous Auditing
For all three types (SoR, SoE and Sol) information systems there is a need for a certain degree
of control and therefore for Continuous Auditing.

More than just a set of user stories is needed to gain and maintain an overview and insight into
the control requirements imposed on the information system. Otherwise, the risks and impact
of adapting and expanding the information system cannot be recognised in a timely and correct
manner.

However, it must be prevented that the implementation of countermeasures (controls) of the
risks does destroy the Agility of the production process.
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This means that controls must not only be designed and monitored incrementally and iteratively
(Continuous Auditing), but that the controls must also be selected on the basis of the weighted
risk, i.e., not too much, but certainly not too little. The degree to which the design of the control
must be defined is shifting from a lot with SoR to less with SoE and almost nothing with Sol. But
also, with a SoR, the design of controls can be divided into layers that are defined more upfront
(in advance) and emerging (in sprints).

1.4 Structure

This book discusses how to shape Continuous Auditing using the Continuous Auditing Pyramid
model. Before discussing this model, the definitions, anchoring and architecture of Continuous
Auditing are first discussed. This is followed by a discussion of this model.

1.4.1 Chapter 2: Basic concepts and basic terms
This chapter discusses the basic concepts and the basic terms.

1.4.2 Chapter 3: Continuous Auditing definition

It is important to have a common definition of Continuous Auditing. Therefore, this chapter
defines this concept and discusses the problems and possible causes of improper design and
management of an information system.

1.4.3 Chapter 4: Continuous Auditing anchoring
This chapter discusses how Continuous Auditing can be anchored through the change paradigm.
The following questions are answered.

e What is the vision on Continuous Auditing (Imaging)?

e Where do the responsibilities and authorities lie (Power relationship)?

e How can Continuous Auditing be applied (Organisational Design)?

e Which profiles of people and which resources are needed (Resources)?

1.4.4 Chapter 5: Continuous Auditing architecture

This chapter describes the architecture principles and models for Continuous Auditing. The
architecture models concern the 'Continuous Auditing Pyramid' model and the 'Continuous
Control' model.

1.4.5 Chapter 6: Continuous Auditing design
The Continuous Auditing design defines the Continuous Auditing Value Stream and Use Case
Diagram.

1.4.6 Chapter 7: Continuous Auditing best practices
This chapter describes how to construct a control framework and discusses some Continuous
Auditing best practices.

1.4.7 Chapter 8, 9, 10: Continuous Auditing articles
These three chapters discuss how Continuous Auditing can be implemented in a practical way.

1.4.8 Chapter 11: Continuous Auditing assessment
The maturity of Continuous Auditing has been made measurable in this chapter on the basis of
a Continuous Auditing assessment.

1.5 Appendices
The appendices contain important information that helps to better understand Continuous
Auditing.

Appendix Subject Explanation 1
A Literature In this book reference is made to consulted literature in the
references form of: [Author Year]. In the appendix, the full name of the

author, the title and the ISBN number are given.

B Glossary Only the main concepts are explained in this appendix.

C Abbreviations | Within the world of DevOps many abbreviations are used.




Appendix Subject

1 Introductionl

Explanation

Frequently used terms have been abbreviated for the
readability of this book. The first time an abbreviation is used,
it is spelled out.

D Websites A number of relevant websites are included in this appendix. In
this book, these websites are referred to by the reference:
[http Name].

E Index The index includes references to terms used in this book.

Table 1-2, Appendices.

1.6 Reading guidelines
The number of abbreviations in this book is limited. However, terms that keep coming back are
represented as abbreviations to increase readability. Appendix C lists these abbreviations.
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Appendix A, Literature list

Table A-1 provides an overview of books that are directly or indirectly related to DevOps.

References ‘ Publications ‘

Best 2011a B. de Best, “"SLA best practice”, Dutch language, Leonon Media 2011,
ISBN13: 978 90 71501 456.

Best 2011b B. de Best, “"ICT Performance-Indicatoren”, Dutch language, Leonon
Media 2011, ISBN13: 978 90 71501 470.
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Media 2012, ISBN13: 978 90 71501 531.

Best 2014a B. de Best, “Acceptatiecriteria”, Dutch language, Leonon Media, 2014,
ISBN 13: 978 90 71501 784.

Best 2014c B. de Best, “Cloud SLA, English language, Leonon Media, 2014
ISBN13: 978 90 9261 8009.
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ISBN13: 978 94 92618 030.

Best 2018a B. de Best, “Agile Service Management with scrum”, English language,
Leonon Media, 2018, ISBN13: 978 94 9261 8085.

Best 2018b B. de Best, “Agile Service Management with Scrum in Practice”,
English language, Leonon Media, 2018, ISBN13: 978 94 9261 8177.

Best 2018c B. de Best, "DevOps best practice”, English language, Leonon Media,
2018, ISBN13: 978 94 92618 078.

Best 2019 B. de Best, "DevOps Architecture”, English language, Leonon Media,
2019, ISBN13: 978 90 71501 579.
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